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Ignoring requests for software audits can prove to be costly
By BRIAN PEDERSEN
Business Journal Staff

When businesses receive a letter
from an attorney requesting a

software audit, the in-house counsel
often handles the request. However,
what can companies do to not only
weather the storm, but protect them-
selves from being accused of software
copyright infringement?

In general, companies should be
proactive, said Jeanne Hamburg, an
attorney with Norris McLaughlin &
Marcus, P.A., which has an office under
the name Tallman, Hudders & Sorrenti-
no in Allentown. 

According to Hamburg, in-house
counsel should not wait for a claim let-
ter, but set up annual audits in which
they review the terms of every software
license the company is using and have a
designated information technology per-
son inspect every computer in the office
and record the software programs in use
on that computer. 

Also, in those cases where the number
of users with the software exceeds the
number of seats or computers provided
by the license, companies should either
request a license with more seats or
delete the software from those seats in
which the users do not require it, she
added.

“Also, it is important to note that
courts have been reluctant to award

multiples of damages in those cases in
which infringement was not willful and
that generally it is difficult for software
companies to recover more than the
actual lost license fees they incurred,
even when there is a claim for ‘statuto-
ry’, that is, ‘automatic’ damages of up to
$150,000 per infringement,” said Ham-
burg.

Further, if the company has offices
outside the United States where viola-
tions of copyright in software allegedly
took place, statutory damages are not
available and in fact, damages may be
much less than those available in the
United States, said Hamburg.

Getting an in-house attorney involved
early is key to ensuring a software audit

goes as smoothly as possible, according
to Scott Landis, a partner with Barley
Snyder LLC, Reading. Also, it’s helpful
to limit the number of people involved
in an audit, keeping it to the manage-
ment team, information technology
personnel, and the in-house attorney,
he said.

“Make sure you have really good docu-

mentation,” said Landis. “At some
point you are going to have to come
clean with what they (licensing serial
numbers) are, and negotiate the best
deal you can. You have to get whatever
licenses you need. Having regular com-
pliance audits is not a bad idea,” he
added.

If management is able to detect com-
pliance problems before the audit,
there’s still time to get into compliance,
said Landis. Also, some companies may
find they are using extra copies of soft-
ware they don’t need, he added.

Often software audits arise from dis-
gruntled former employees of a compa-
ny who contact the Business Software
Alliance, the group which represents
most if not all big software companies,
said Landis. The BSA gathers data
about the copyright infringement and
then generates the audit.

Software copyright infringement
occurs quite frequently, according to
Thomas Ford, senior partner at Smith-
ford Business Lawyers in Stroudsburg. 

“When a colleague uses the same pro-
grams, pretty soon the company loses
control over what software gets placed
on computers,” said Ford. “What mat-
ters is that unlicensed software is being
used.”

A solution, according to Ford, is for
companies to conduct its own software
audit to determine what the license
numbers are on each computer and sug-

gested having an information technolo-
gy staff member check each computer to
ensure the serial numbers are not differ-
ent for each program.

In cases where a letter is received by a
company claiming a software copyright
infringement, Ford said the source of
the complaint can often be traced to a
current or former employee who either
alerted the copyright holder directly, or
the software manufacturers association.

The first step for companies to follow
is to stop using unlicensed software and
to obtain proof of each software license,
said Ford, whose firm frequently repre-
sents clients pursuing people who vio-
late software copyright laws. Often,
issuing a statement that says the compa-
ny will stop using unlicensed software is
enough to prevent a lawsuit, said Ford.

“The worst thing a company can do is
ignore it,” said Ford. “Both the threats
and the action would be ratcheted up.”

Larger companies might have one
license for many computers and in most
cases, the same software installed for use
at work is not acceptable for use at
home, added Ford.

The maximum penalty for unlicensed
software use is $300,000 for each com-
puter, which can also include fees for
the attorney handling the case, said
Ford. Penalties are not automatic, but
determined by a judge through a litiga-
tion process, though few cases ever get
to that point, added Ford.
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“Having regular compliance
audits is not a bad idea.”

~ Scott Landis, partner
Barley Snyder LLC
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