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Legal
Protection Against Identity Theft  
The Responsibility of Business

by Brian P. Slough, Esq.

Personal information 
and identities of indi-
viduals or businesses 

are invaluable assets that 
must be safeguarded.  We 
deposit our money in banks, 
lock our doors, and take 
other precautions to protect 
our possessions from theft.  
Businesses also must take 
proper precautions to protect 
from theft their identities 
and identities or information 
under their control.  

Every year, the num-
ber of victims of identity 
theft continues to increase. 
Annually, these thefts cost 
billions of dollars.  Identity 
theft can result in serious 
damage to one’s reputation, 
create significant expenses, 
and take years to resolve. As 
a result, businesses must take 
the proper steps to protect 
confidential information in 
their possession and respond 
appropriately when confiden-
tial information is exposed.

Federal and State 
Enforcement
The Federal Trade Com-
mission (FTC) is the fed-
eral agency responsible for 
coordinating the federal 
response to identify theft 
and for assisting victims. In 
Pennsylvania, the Attorney 
General’s Bureau of Con-
sumer Protection handles 
civil aspects of identity theft, 
including educating and 
assisting consumers. Crimi-
nal enforcement of federal 

identity theft laws is carried 
out by the Federal Bureau 
of Investigation, the U.S. 
Secret Service, and the U.S. 
Postal Inspection Service. 
Criminal prosecution is con-
ducted by the U.S. Depart-
ment of Justice, coordinated 
through its Fraud Section 
and Computer Crimes and 
Intellectual Property Section, 
and local U.S. Attorneys. 
Due to limited federal law 
enforcement resources, many 
identity theft cases are left to 
state and local authorities. In 
Pennsylvania, criminal pros-
ecution is handled by both 
the Attorney General’s Office 
and local District Attorneys.

Federal Laws
The Fair and Accurate Credit 
Transaction Act requires rea-
sonable measures to protect 
against unauthorized access 
to, or use of, consumer in-
formation in connection with 
its disposal. This rule applies 
to any business or entity that 
maintains or possesses con-
sumer information, such as a 
landlord or mortgage broker.

The Gramm-Leach-
Bliley Act requires financial 
institutions to implement 
policies and procedures to 
maintain the security and 
confidentiality of non-public 
personal information. A fi-
nancial institution is broadly 
defined as a business signifi-
cantly engaged in providing 
financial services or prod-
ucts for personal, family, or 
household use. It applies to 
companies such as check-
cashing and payday loan ser-
vices companies, mortgage 
brokers, lenders, appraisers, 
tax preparers, credit report-
ing agencies, debt collectors, 
financial advisors, and a 
variety of other businesses 
that fit the definition.

The FTC can use its gen-

eral power under the Federal 
Trade Commission Act to 
stop unfair and deceptive 
trade practices in the area of 
consumer privacy and infor-
mation security. The FTC has 
brought enforcement actions, 
alleging deceptive trade prac-
tices, against companies that 
did not follow their posted 
website privacy and security 
policies. The Fair and Accu-
rate Credit Transaction Act, 
Gramm-Leach-Bliley Act, 
and Federal Trade Commis-
sion Act are only a selection 
of the numerous federal laws 
governing a business’s pri-
vacy activities. Other federal 
laws govern specific indus-
tries or activities.

State Laws
Pennsylvania, New Jersey, 
and New York all have 
laws that require notice 
when a company’s privacy 
is breached and personal 
information is exposed. The 
laws generally require notice 
without unreasonable delay.  
The notice must be issued to 
the individual or company 
whose personal informa-
tion has been exposed. If a 
breach affects a large number 
of people, then the national 
credit reporting agencies may 
also need to be notified.
  In Pennsylvania, a privacy 
breach can result in treble 
damages against a company 
and civil penalties of $1,000 
per violation. An entity that 
willfully violates the New 
Jersey Identity Theft Preven-
tion Act may be liable to the 
injured customer for treble 
damages, reasonable attor-
ney’s fees, and the costs of 
bringing an action. Under the 
New York Information Secu-
rity Breach and Notification 
Act, the Attorney General 
may seek injunctive relief 
against any entity for violat-

ing the law, and the court 
may award damages or im-
pose a civil penalty of $5,000 
or up to $10 per instance of 
failed notification. 

Looking Forward
Individuals and businesses 
alike will continue to face 
the growing threat of pri-
vacy breaches and identity 
theft. All businesses should 
safeguard information and be 
prepared to respond to a pri-
vacy breach with an Incident 
Response Plan. The Plan 
should identify the internal 
steps the business will take 
when information is exposed, 
identify external resources 

to assist in responding to 
the breach, outline a clear 
public relations plan, and 
ensure proper reporting to 
law enforcement. A thorough 
plan and response can limit 
financial, legal, and public 
harm and liability. Protecting 
information and respond-
ing appropriately to privacy 
breaches necessitates under-
standing and navigating the 
requirements imposed upon 
businesses by federal and 
state laws. Having assistance 
in formulating your Plan and 
responding to breaches is an 
invaluable part of any com-
prehensive business strategy. 
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